
Learn how to recognize fake security warnings, respond confidently, and protect yourself before a scam
becomes a real problem.

R G E  T IP
Scammers don’t hack your computer first — they hack your
emotions first. A warning demanding immediate action is
your signal to slow down.

O N  AN Y D E VIC E
Windows PCs, Macs, iPhones, iPads, and Android devices can
all display scareware. The look changes — the scam doesn’t.

1 Eve ryo ne  Us e s  T he s e

Le ar n t he  War ning S igns
Scareware pretends to be Microsoft, Apple, or
your antivi rus.

N e ve r  Call t he  N umbe r
Real  companies don't place support phone
numbers inside browser warnings.

D o n't  Click Anyt hing
Buttons l ike OK, Cancel , and Scan N ow may al l
tr igger the scam.

Clo se  t he  Br o wse r
Close the tab or  force-close the browser i f
necessary.

Ke e p Eve r yt hing Updat e d
Updates close securi ty holes before
scammers can exploi t them.

Whe n in D o ubt …
Pause fi rst. Fear is the scammer's favori te
tool .

2 Us e f ul Skills

Fo r ce -Clo se  t he  Br o wse r
Task Manager (Windows) or  Force Quit
(Mac).

Cle ar  Br o wse r  Cache
Removes leftover scareware pages.

Run Windo ws S e cur it y
Or your antivi rus — ver i fy whether anything
actual ly instal led.

Re st ar t  t he  Co mput e r
Many fake warnings disappear after
restarting.

Kno w Who  Yo u'll Call
Find a trusted technician before you need
one.

Fly swatte r be f o re  baz o o kas:  not every
warning means malware. Closing the browser,
restarting, and running a scan clears most
scareware.

3 Advance d T o pics

If  Yo u Calle d t he  N umbe r
Stop immediately i f you real iz e i t's a scam.

D isco nne ct  f r o m t he  Int e r ne t
I f remote access was given, disconnect Wi ‑Fi
or  unplug Ethernet.

Re mo ve  Re mo t e  Acce ss S o f t war e
AnyDesk, TeamViewer , Ul traViewer , etc.

Change  P asswo r ds
Use a di fferent trusted device.

Co nt act  Financial Inst it ut io ns
I f banking or  credit card information was
shared.

Have  t he  Co mput e r  Che cke d
Especial ly i f software was instal led or  remote
access occurred.

KN O W  T H E  D IF F E R E N C E

Scareware

Fa ke wa rning — usual ly just a webpage

Wa nts yo u to  p a nic — an emotional  attack

Ma lwa r e

Rea l inf ectio n — instal ls software

Wa nts to  sta y hid d en — a technical  attack

H O W  T O  G E T  S T AR T E D

S T O P D o n' t  Click Clo se  B ro wse r R e st art R un S e curit y B ack in Co nt ro l

S AF E T Y R E M IN D E R S

Microsoft and Apple do not display browser pop-ups tel l ing you to cal l  support.

Gift cards are never legitimate tech-support payments.

Never al low remote access unless you initiated the support session.

I f something feels wrong, stop before doing anything.

It's always easier to prevent a scam than recover from one.

R G E  G O LD E N  R ULE

If a computer tries to scare you into acting immediately…
slow down. The scammer is in a hurry. You don’t have to be.

“Teacher first. Technician second. People always.”

RGE Re d  G le n Ele ct r onics
We Make Technology Simple.
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